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1 Context

Jamming is an increasing phenomenon in weathen riatkeges. It usually affects specific directionsit has effects
varying in time, figure and intensity (figure 1).

Méteo-France has developed an automatic jammingctiet procedure in order to produce statisticsjammed
directions, and provide these statistics to thenggein charge to identify the most important jammisources. A first
method has been implemented using values of a péeardescribing the pulse-to-pulse fluctuation s tnstantaneous
return power from the same range gate. This praegdurrently routinely used for all radars of #irench radar network,
cannot be used for other radars which do not predhis parameter.

The method described in this communication is cetefy different. The method uses several algorittonsearch and
detect specific geometric signatures characteriggmgmed radar rays in a single polar radar imabeeet different
algorithms for three types of signatures. This ci&te does not use quantitative values of radamrmet but only a binary
coding of the pixelvalues (i.e. 1 =return /0 = no return). In consayge these algorithms could be used with refliggtiv
images, rain rate images, or other parameters, fanginy value of jammed pixels. This method may stiblute a
complementary (and independent) approach of ofefmiques using analysis of quantitative valuesdér data.

50

30

10

-10

Figure 1: Example of radar image with jamming: Momtg radar at the frontier between France and Switaet.
Image size = 512x512kmz2. Beam elevation = 0.4°leSe&eflectivity (dBZ). Date = 16 February 201425 TU.

2 Method

Polar radar images are constituted of a serieays for azimuths varying from 0° to 360°, each baing constituted of
a succession of range bins for range varying froim the maximal range for radar measurement. Figyseesents such an
image in Cartesian presentation (horizontal axiafimuths, vertical axis for bins), named belaw{az,bin)

In this picture, we can observe three kinds of gatoimfeatures, corresponding to three types ofjarg signatures that
the method searches to detect (figure 3). For &guh of signature, a specific algorithm has bedindd, using uniquely
binary dataim(az,bin)= 1 or 0 depending on whether it's value is abpgm or not. For each algorithm, the jamming
detection has two steps:
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» step 1: estimating for each ray one or two seleciidicators, whose values dramatically increaserdgys
affected by jamming

» step 2: analysing fluctuation of the indicatorsues on a series of rays in order to detect jamrags| by trying
to take into account the angular continuity of esignmature and to define the angular limits ofjtmemed sectors.

For noisy images, we use a preliminary very sinijiiering for each ray in order to eliminate is@dtvalues above or
equal to zero:

e if (Im(az,bin) >0 and Im(az,bint) = 0 and Im(az,bint) = 0) then Im(az,bin) 6

e if (Im(az,bin) =0 and Im(az,bint) > 0 and Im(az,bint) > 0) then Im(az,bin) 4

Figure 2: Polar image in Cartesian presentation (saimage as figure 1): 720 rays in horizontal axisdzimuths, 256 bins in vertical
axis (range-resolution = 1km). We can see 3 kirfdgeometric features corresponding to 3 types winjdng signatures. The grey bars at
the bottom represent the jamming signalisation pedl by the algorithms presented in this commuisicat
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Figure 3: Detail of the 3 types of jamming signasirLeft, several continuous segments corresportditige first type of signature.
Middle, feature corresponding to the second typsigriature, and an example of the third type ofiaigre on the right.

2.1 Stepl: Estimation of jamming indicators by ray

2.1.1  First type of signature

For this first type of signature, in Cartesian poiaages the algorithm searches for continuous setgnof rays
corresponding to one (case 1) or two (case 2) ssoeerays having values above zero and surroubgedro values. This
means to search, for each bin along datfaz)ray, the following binary feature along az-axis:
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bin 0 1 0 bin 0 1 1 0
azl az azl azl az azl az2
case 1 ase 2

The algorithm estimates the length of each idetifegment, and calculates the value of two inolisatyazray, for
example for case 1:

e Sl(az) total number of bins corresponding to the feafor the entire ray
e STl(azF cumulated length of all segments having a setieagth above a threshold

and respectively$2andST2for case 2. In the results presented in this conication, threshold0 = 4.

2.1.2  Second type of signature

For the second type of signature, the principléhefalgorithm is the same, but adapted to largérimagular figures, in
varying the angular distanceandj between the azimuthz of reference and the neighbouriag-i az+j azimuths, searching
the following binary feature along az-axis:

azi az azj

For eachazray, for a given couple ofi,j) values, the algorithm estimates the length of ddehtified segment and
defines the value of one intermediate critest(az) and a threshol@i3(az)increasing with andj values:

« st3(az)= cumulated length of all segments having a setxfisegth above a threshok
e T3(az)=C3 + 8(i+j-3) withC3a constant.
The algorithm determines the value of a first iatlic byazray:
e ST3(azF maximal value o$t3(az)found when varies iteratively from 1 tomax, andj varies from 3 tgmax

The iterative search for the concernedray is ended whei®T3(az) > T3(azpr when(i,j) = (imax,jmax) and the
correspondindi-1) and(j-1) values are saved for the final stegeasl(az)andjend(az)limits. The conditiorj > 2 allows to
avoid to treat again the first type of signaturehwa less appropriate algorithm. In the resultss@néed in this
communicationimax= 2,jmax=6,T2 =8, andC3 = 25.

2.1.3  Third type of signature

For this type of signature, the algorithm us&6 whatrixes of binary “masks” (figure 4), each matlefining a form of
signature to which image samples ab4pixels are compared. The algorithm iterativelynpares several binary masks to
each binary sample of the(az,bin)image, by incrementing the reference bin of thega along eachm(az)ray, in order
to count the numbe¥4(az)of complete equality between the two kinds of et (masks and image samples).

bint5 | -1 -1 -1 -1 bint5 | -1 0 1 0 -1 0 1 0 bin

binta | -1 | -1 | -1 | 1 binta | -1 | 0 | 1 | 0 410 | 1| 0| bint

bint3 | -1 0 1 0 bint3 | -1 0 0 0 -1 0 0 0 bin-2

bint2 | O 0 1 0 bint2 | O 0 0 -1 0 0 0 -1 | pin-3

bint1| O 1 0 0 bint1| O 1 0 -1 0 1 0 -1 | bin-4

bin 0 1 0 -1 bin 0 1 0 -1 0 1 0| -1 | bin5
az azl az2 az3 az azl az2 az3 az3 az2 azl az

Figure 4: Example ofxX6 matrixes of binary masks: indexes corresponding talues are not taken into account in the comparisih
Im(az,bin) images. For each az azimuth, the refezdyin for the comparison with image samples is nkthi”.
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The number and the features of the masks matrixes to be adapted to the geometric signatures alesising jammed
rays. In the results presented in this communinax 6 symmetric matrixes have been used.
2.2 Step 2: Indicators analysis and jamming sigagbn

For the first type of signature, variation 8l and ST1 values for case 1 allows to directly identify rgystentially
jammed, and respectiveB2andST2for case 2 (figure 5).

For the second and third types of signature, whee hengular continuity, a final step allows to integ the first
indicators on few rays in order to produce finaigators enhancing the angular continuity of tlymaiure.

For the second type of signature, the final stépgimatesST3andT3 values on several rays defined by ihed(az)and
jend(az)limits, in order to produce two another indicatoemedSE3and TE3 For all azrays, SE3equalsST3and TE3
equalsT3, except wher®T3 > T3 In this caseT3 andST3values are integrated as below:

e TE3(az) = min(T3(k)) k varying fromaz-iend(az}o az+jend(az)
e SE3(az) = max(ST3(k)k varying fromaz-iend(az}o az+jend(az)

To not widen the result of the first type identdimn, a supplementary condition impo&#s3(az)= 0 if the concernedz
ray has already been detected for the first typggfature and i8T3(az) 0 andiend(az)+jend(azx 3. Finally, in order to
avoid gaps irBE3detection the isolated zero values are filtered:

« if (SE3(az) =0 and SE3(a#) > 0 and SE3(azt) > 0) then SE3(az) = Moy(SE3(4xSE3(az1))
Variations ofSE3andTE3values allow to identify rays potentially jammédigjre 5).

For the third type of signature, tid(az)values are integrated over neighbouring rays lyghi# values above zero,
from az-ii to az+jj rays,ii andjj varying from 0 toijmax =5 depending on the existenceNdf(az-ii) or N4(az+jj) values
above zero. This step allows to estimate threenmgdiate criterions:

¢ NbN4(az)= number oN4 values above zero froae-ii to az+jj
e SumN4(azF sum ofN4 values fromaz-ii to az+jj
¢ MaxN4(az)= maximal value oN4 values fromaz-ii to az+jj

Finally, two indicators byzray are produced, to highlight the angular coritynof the signature:
e SE4= SumN4(azif MaxN4(az) > T4elseSE4= N4(az) with T4 a constant threshold
* NE4= NbN4(az)jf MaxN4(az) > T4elseNE4=1

In the results presented in this communicatioh; 6.

Figure 5 shows the evolution with azimuth of théueeaof the final indicator§1, ST1 S2 ST2 SE3 TE3 SE4 NE4, for
the Montancy radar image at 0.4° elevation, the&=&Bruary 2014, 9h25 TU. These values are comparséveral final
thresholds ETn), and a jamming signalisation is produced (figéjefor azimuths having at least one of the follogvin
conditions true:

. SI1>FT1  (FT1=25),
. STI>FT2 (FT2=19),

. S2>FTY
. ST2>FT2 2.1)
. SE3>TE3

. SE4>FT3 (FT3=12),

* NE4>FT4 (FT4=4).
In summary, the algorithm used to detect the firge of signature (cases 1 and 2) requires thnessiibld valuesTO,
FT1, FT2 The algorithm used to detect the second typeigifature necessitates one threshold value T2 arek th

parametersC3, imax jmax The algorithm used to detect the third type ghature needs the definition of adapted binary
mask matrixes, one parameijenax, and three threshold values: HI,3, FT4.
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Figure 5: Evolution with azimuth of the S1, ST1,S$P2,SE3, TE3, SE4, NE4 values, for the Montancy radagarat 0.4° elevation,
the 16 February 2014, 9h25 TU. This image showsyp®1 signature (case 1), two type 2 signatures,tgpe 3 signature (cf. figure 2).
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Figure 6: Jamming signalisation produced by #igorithms for the curves of figure 5 accordinghe conditions (2.1).
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3 Results

Figures 2 and 6 show the jamming signalisationdioe reflectivity image of the Montancy radar, whiths a great
regularity in jamming observation every day. Figdreshows an example of daily statistics of sigmdiis for four radars of
the French radar network, and for the reflectiwityages produced for the ODYSSEY data hub and coitiqgp<entre,
which produces OPERA radar composites. As every 288/ radar images are produced, these graphs fadicdh the
azimuths jammed and the frequency of the jammingézh day.
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Figure 7: Number of daily jamming signalisationsagimuth for reflectivity images at lowest elevatidriour radars of the French
radar network. 288 images being produced by dayémh radar parameter, these pictures show the fregyef jamming signalisation.

Producing performance criterions is not easy, beedtumay be difficult to define objectively thenit indicating when
an image is jammed or not, and even more for eathush of this image. Furthermore, the jamming diéde could be
more or less easy depending on the radar or thg aativity.

Table 1 and 2 present the result of an attempalidate our jamming signalisations: for 12 raddrthe French network,
and for each radar for one day noticed as presgfdimming, we have visualised all the 1316 polaages signalled
jammed, and all the other 1798 images for whicldetection have been produced. For each images ib&an noticed:

« For table 1: if the image really shows an impactfashming (even very lightly) or not, without takirgto
account in detail the number and position of azivaaonsidered jammed.

« For table 2: the number of azimuths really jamntdd, number of false detection, and the number whath
jammed (even very lightly) not detected.

The values in table 1 indicate for jammed imaggeabability of detection (POD) and a critical sussendex (CSI)
above 87%, and a probability of false detection KBDor a false alarm rate (FAR) below 0.7%. Theugalin table 2
indicate for each jammed azimuth a probability efettion (POD) and a critical success index (C§latto 81%, and a
false alarm rate (FAR) of 0. 5%. We can observetti@wrong signalisations of jammed images or attisare very few.
The lack of detection is often due to very disamnbius signatures of first type, so correspondingeak effect on the radar
images quality. An other significant cause is theering of jamming signature by rainy areas.
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Table 1: Validation of the images signalled jamrf@dl2 radars of the French network (one day/raddk14 images).

Detected
Y N
1307 182 POD = 87.8% CSI = 87.2%
Observed 9 1616 POFD = 0.6% FAR =0.7%

Table 2: Validation of the 2206 azimuths signaikeaimed for 12 radars of the French network (one dadr, 3114 images).

Detected
Y N
% 2105 510 POD = 81.1% CSI = 80.8%
Observed 11 / POFD= / FAR=05%

4 Conclusion

The signalisation of the first type of signaturencerning isolated rays, appears to be very effectixcept when this
signature is very weak and discontinuous. In comsece, these detections have been used in someatjopis to filtered
the radar rays concerned. The signalisation effecdss of the second and third type of signatueggermts on the
thresholds used: the lower the threshold values taee more sensitive the detection is, but the dEKalse detections
increases. The major difficulty is to exactly idgnthe angular size of the jammed sector. It is plurpose of the indicators
analysis presented section 2.2, and the resuliwaya a compromise: with the thresholds values gmesl in this
communication, false detection rate is very acda#ptdut the border of the jammed sectors coulddieexactly identified.
This is a limitation to the possibilities of imagerrection, not to the signalisation of jammed cli@ns.

An other limitation inherent to the method, is thts geometric signatures can be used only ingfate image without
rainfall, clear-air echoes or ground clutter. Boistnot seems to be a major limitation. An advamtaf the geometric
signatures use, is that the method is weakly seasit the radar calibration, and can be used ifterdnt radar parameters.
So this method may constitute a complement or tenraltive to others approaches.

We have tested these algorithms on images of tifitycfactor Z and on rain rate images, for twdgroresolutions, i.e
720azx 256bins (range-resolution = 1 km) and 728x 1066bins (range-resolution = 0.24 km), with the same chaite
threshold values. The first type of signature d#eacalso has been used on polar rain rate imagfas3§0az x 340bins
(range-resolution = 0.75 km). The results appe#ficent to signal the major observed jamming te tifficial Agency in
charge of identifying the sources and of verifyihg respect of the regulation concerning the aightion of frequency
use.
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